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This report is solely for the use of the persons to whom it is addressed.  
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1 Key Messages 

 
Since the last Governance and Audit Committee meeting, we have finalised the remaining internal audit assignment report: 

• Secure Remote Working and Operational Resilience. 

The Secure Remote Working and Operational Resilience review has resulted in a ‘partial assurance’ opinion.  

Further details are provided in Section 2 of this Progress Report. [To discuss and accept] 

 

We have provided an internal audit opinion (which is a separate agenda item). With a number of internal audits from which the Council can only 
take ‘partial’ or ‘no’ assurance, this has impacted on the annual opinion (see Appendix B). [To note] 
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2 Reports 
2.1 Summary of final reports being presented to the Governance and Audit Committee 
This section summarises the report that has been finalised since the last Governance and Audit committee meeting. We have finalised the remaining one report since the 
previous meeting and this is detailed below:  

Assignment  Actions agreed 

H M L 

Secure Remote Working and Operational Resilience 
Objective of the review: 

To critically assess the capacity of the IT infrastructure and remote network ensuring that adequate capacity is available at all times to meet the 
agreed needs of the business, and secure configuration is in place for remote access.. 

 Overall assurance rating and management actions:  

 

An overall assurance rating of partial assurance has been given for this review. We have agreed seven medium priority management actions.  

 

 

0 7 0 
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Assignment  Actions agreed 

H M L 

The medium priority actions relate to: 

 A training plan or schedule covering cyber risk or information security is not in place, and as such, Council staff had not been provided 
regular training around this topic. Additionally, cyber-related security training is not included within the mandatory induction for staff. There is 
a risk that staff will not be conscious of cyber and data security threats and issues. This may result in staff being more susceptible to a cyber-
attack, which may pose a vulnerability to the Council. 

 The firewall logs are not reviewed by the IT Team. This increases the likelihood that early indicators to cyber incidents are missed, and there 
is a risk that IT staff may make inappropriate, unauthorised or erroneous changes to the firewall with no accountability or review taking place. 
This risk is compounded by the fact that a formal change management policy for administering changes to the firewall is not in place. 

 The Council does not have in place formalised incident management policy or processes. The lack of a clear Incident Management process 
increases the risk that IT incidents are not identified, not correctly categorised, or effectively managed. This could lead to a prolonged period 
of business disruption. 

 A formalised, periodic review of privileged accounts, such as domain administrators, does not take place. Without carrying out periodic audits 
of privileged access, including members of staff or third parties that have administrative accounts; there is a risk that a user might be able to 
access information which may no longer be relevant for their job roles, which could lead to abuse of privileged access and compromise the 
Council’s data and systems. 

 A formalised IT change management policy that outlines a change control framework is not in place. This increases the risk that all changes, 
including emergency maintenance and patches, relating to infrastructure and applications, are not formally managed in a controlled manner. 
If changes are not logged, assessed, tested and authorised prior to implementation and reviewed against planned outcomes following the 
implementation, there is an increased risk of network failure, lack of application availability, and operational disruption. 

 Formalised and documented backup procedures and policies are not in place; in addition, the process for system restoration testing is not 
formally documented or scheduled. Without a formally documented and implemented framework, there is an increased risk that backups are 
not performed, retained or tested to make sure they can be used to restore systems and data effectively. Without formalising the process for 
backup restoration testing, there is the risk that some systems may not be tested, and as a result, management are not provided with 
adequate assurance around the resiliency of all systems backups. 
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Assignment  Actions agreed 

H M L 

 A review of the third-party user accounts had not yet been taken place. Not performing a user access review for all the third party accounts 
increases the risk of unauthorised access to the network and systems, which could lead to a security breach. 

 

Appendix A – Progress against the internal audit plan 2020/2021 
The current Covid-19 situation means that our clients and internal audit are working differently. We understand and recognise the Councils’ strategic / primary objectives, and 
that the developments around Covid-19 will continue to impact on all areas of the organisations’ risk profile. We will work closely with management to deliver an internal audit 
programme which remains flexible and agile to ensure it meets your needs in the current circumstances. In Appendix B we have highlighted changes to the internal audit plan 
which have been agreed with management. 

Assignment  Assurance Opinion Status  Target Governance and  Audit 
Committee  

Secure Remote Working and 
Operational Resilience 

 

Final Report Completed – presented at the June 
meeting 

June 2021 

Street Scene – Stock Control  Advisory Review Final Report Completed – presented at the March 
meeting 

March 2021 
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Assignment  Assurance Opinion Status  Target Governance and  Audit 
Committee  

Consultants and Agency 
Workers 

 

Final Report Completed – presented at the March 
meeting 

March 2021 

Housing Compliance Update  n/a Final Report Completed – presented at the March 
meeting 

March 2021 

Contracts and Procurement 

 

Final Report Completed – presented at February 
meeting 

February 2021 

Business Continuity Planning 

 

Final Report Completed  – presented at February 
meeting 

February 2021 

Rent Collection and Arrears 

 

Final Report Completed  – presented at February 
meeting 

February 2021 

Follow Up 2 Good Progress Final Report Completed – presented at February 
meeting 

February 2021 
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Assignment  Assurance Opinion Status  Target Governance and  Audit 
Committee  

Repairs – Stock Control  

 

Final Report Completed – presented at February 
meeting 

February 2021 

S106 

 

Final Report Completed – presented at February 
meeting 

February 2021 

Housing Compliance – Gas, 
Electrical, Legionella, Asbestos 
and Fire Safety 

 

Final Report Completed – presented at November 
meeting  

November 2020 

Follow Up 1 Reasonable Progress Final Report Completed – presented at November 
meeting 

November 2020 

General Data Protection 
Regulation (GDPR) – Post 
Implementation Review 

Advisory Final Report Completed – presented at November 
meeting  

November 2020 
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Appendix B – Other matters 
Impact of findings to date on 2020/21 Opinions 
The Governance and Audit Committee should note that the assurances given in our audit assignments are included within our Annual Report.  

We have issued 13 final reports, two of which were ‘no assurance’ and three of which were ‘partial’ assurance (negative) opinions. These have resulted in a qualification to our 
annual opinion. The annual report is being presented as a separate agenda item. 

Changes to the internal audit plan 
There have been no changes to the internal audit plan since the last committee meeting and we have now finalised the audit work for 2020/21. 
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rsmuk.com 
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the 
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact.  This report, or our work, should not 
be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of 
internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist.  Neither should our work be relied 
upon to identify all circumstances of fraud and irregularity should there be any. 

Our report is prepared solely for the confidential use of South Kesteven District Council and solely for the purposes set out herein. This report should not therefore be 
regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance Services LLP for any purpose or in any context. Any 
third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own risk. To the fullest extent permitted by law, RSM Risk 
Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable for any loss, damage or expense of 
whatsoever nature which is caused by any person’s reliance on representations in this report. 

This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms), without 
our prior written consent. 

 

For more information contact 
Rob Barnett 
Robert.barnett@rsmuk.com 
Head of Internal Audit 
 
RSM Risk Assurance Services LLP 
Fifth Floor, Central Square, 29 Wellington Street, Leeds, LS1 4DL 
T: +44 113 285 5000 | DL: +44 7791237658 | W: www.rsmuk.com 

 
Amjad Ali 
Amjad.ali@rsmuk.com 
Senior Manager 
 
RSM Risk Assurance Services LLP 
Suite A, 7th Floor, East West Building, 2 Tollhouse Hill, Nottingham, NG1 5FS 
T: +44 115 964 4450 | DL: +44 7800 617139 | W: www.rsmuk.com 
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With the use of secure portals for the transfer of information, and through 
electronic communication means, remote working has meant that we have been 
able to complete our audit and provide you with the assurances you require. It 
is these exceptional circumstances which mean that 100 per cent of our audit 
has been conducted remotely. Based on the information provided by you, we 
have been able to sample test. 

Why we completed this audit 
A high-level review of South Kesteven District Council ('The Council) Remote 
Working and Operational Resilience was undertaken in response to the COVID-
19 pandemic as part of the approved internal audit periodic plan for 2020/21. 
The audit's objective was to assess the IT infrastructure and network to ensure 
that adequate capacity is available to meet the agreed needs of the business 
and confirm that secure configuration is in place for remote working. In addition, 
our objective was to provide assurance over the design of key controls and 
adherence to these in respect of governance over business-critical data while 
working remotely. 

The audit was carried out primarily through meetings with key staff including the 
IT Services Manager, IT Systems Development & Support Officer, Server & 
Database Administrator and Infrastructure Administrator, along with a review of 
key documentation relevant to the scope of the review. 

Pressures on technology will only increase as more people continue to work 
from home, self-isolate and need to communicate effectively with colleagues. It 
is essential not to overlook the measures to ensure that networks and cyber 
defences remain robust. Amongst the public health and broader economic 
concerns, organisations must remain vigilant to the ever-evolving cyber threat 
environment. It is well known that cybercriminals seek to play on confusion and 
panic, and this is an ideal situation for them to exploit this vulnerability. 

 

Conclusion  
The audit has highlighted that there are several control improvements required 
to strengthen the Council’s control framework over secure remote working and 
operational resilience; with a common theme being the formal documentation 
of IT procedures related to security and resilience, where improvements can be 
made to help to ensure consistency and continuity in the application of controls. 

Seven medium priority management actions have been raised for consideration 
by management. Our observations in relation to training and awareness and 
cyber risk management has been assigned medium priority given the risk 
implications. 

As part of the follow up of the IT Project Management (19/20), of the six actions. 
All of them have now been implemented. See Appendix A for details of the 
follow-up actions. 

Internal audit opinion: 

Taking account of the issues 
identified, the Council can take 
partial assurance that the controls 
to manage this risk are suitably 
designed and consistently applied. 

Action is needed to strengthen the 
control framework to manage the 
identified risk. 

Appendix B shows the different opinions 
and their definitions. 

 

 

 

EXECUTIVE SUMMARY – SECURE REMOTE WORKING AND 
OPERATIONAL RESILIENCE 
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Key findings  

 

A training plan or schedule covering cyber risk or information security is not in place, and as such, Council staff had not been provided regular 
training around this topic. Additionally, cyber-related security training is not included within the mandatory induction for staff. There is a risk 
that staff will not be conscious of cyber and data security threats and issues. This may result in staff being more susceptible to a cyber-attack, 
which may pose a vulnerability to the Council. 

 

The firewall logs are not reviewed by the IT Team. This increases the likelihood that early indicators to cyber incidents are missed, and there 
is a risk that IT staff may make inappropriate, unauthorised or erroneous changes to the firewall with no accountability or review taking place. 
This risk is compounded by the fact that a formal change management policy for administering changes to the firewall is not in place. 

 

The Council does not have in place formalised incident management policy or processes. The lack of a clear Incident Management process 
increases the risk that IT incidents are not identified, not correctly categorised, or effectively managed. This could lead to a prolonged period 
of business disruption.  

 

A formalised, periodic review of privileged accounts, such as domain administrators, does not take place. Without carrying out periodic audits 
of privileged access, including members of staff or third parties that have administrative accounts; there is a risk that a user might be able to 
access information which may no longer be relevant for their job roles, which could lead to abuse of privileged access and compromise the 
Council’s data and systems. 

 

A formalised IT change management policy that outlines a change control framework is not in place. This increases the risk that all changes, 
including emergency maintenance and patches, relating to infrastructure and applications, are not formally managed in a controlled manner. 
If changes are not logged, assessed, tested and authorised prior to implementation and reviewed against planned outcomes following the 
implementation, there is an increased risk of network failure, lack of application availability, and operational disruption. 

 

Formalised and documented backup procedures and policies are not in place; in addition, the process for system restoration testing is not 
formally documented or scheduled. Without a formally documented and implemented framework, there is an increased risk that backups are 
not performed, retained or tested to make sure they can be used to restore systems and data effectively. Without formalising the process for 
backup restoration testing, there is the risk that some systems may not be tested, and as a result, management are not provided with adequate 
assurance around the resiliency of all systems backups. 
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A review of the third-party user accounts had not yet been taken place. Not performing a user access review for all the third party accounts 
increases the risk of unauthorised access to the network and systems, which could lead to a security breach. 
 

Examples of good practice identified during the audit 
We also noted the following as areas of good practice: 

 

 

A review of the password policy confirmed that good practice settings are in place to enforce security requirements on Active Directory 
passwords reducing the risk of weak passwords being utilised by users. In addition, multi-factor authentication is in place. 

 

We would like to take this opportunity to thank staff and managers involved in this review for their co-operation and assistance throughout. 
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DETAILED FINDINGS AND ACTIONS 
 

This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in 
control identified from our testing and not the outcome of all internal audit testing undertaken. 

Area: Network Configuration – Firewall   Assessment 

Control 
 

Missing Control 
Audits trails within the firewall rule base are reviewed. Firewall configuration changes are subject to a 
formalised change management process. 

Design  

Compliance N/A 

Findings / 
Implications 

FortiGate Firewalls are in place to protect the Council’s network and are managed by the IT team. The FortiGate firewall maintains an 
audit trail.  
We noted that the Council does not conduct a formal review of the firewall rule base on a periodic basis. This increases the likelihood that 
early indicators to cyber incidents are missed, and there is a risk that IT staff may make inappropriate, unauthorised or erroneous changes 
to the firewall with no accountability or review taking place. This risk is compounded by the fact that a formal change management policy 
for administering changes to the firewall is not in place. 
Additionally, we also confirmed that configurations had not been set up to notify the IT team when a firewall rule change has been made. 
There is a potential risk that unauthorised/unrequested firewall changes can go unnoticed.  

Management 
Action 1 

Management will ensure that firewall rules are reviewed on a 
regular basis and enquire whether it is possible to configure a 
notification system to send email alerts when a change is made 
to the firewall rules or system settings.  
 
Additionally, formal change management principles should be 
applied to all changes to the firewall. 

Responsible Owner: IT Services 
Manager 

Date:  
31 May 2021 

Priority: 
Medium 
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Area: Network Configuration – Intrusion Detection and Prevention Assessment 

Control 
 

Missing Control 
A formalised and documented Incident Management policy is in place and regularly tested. Incident 
management roles and responsibilities have been formally defined. 

Design  

Compliance N/A 

Findings / 
Implications 

Inquiry of the Infrastructure Administrator highlighted that the Council does not have in place formalised incident management policy or 
processes. Incident management policies and procedures help to improve resilience, improve stakeholder confidence and reduce any 
potential impact. The lack of a clear Incident Management process increases the risk that IT incidents are not identified, not correctly 
categorised or effectively managed. This could lead to a prolonged period of business disruption.  
As a result of the lack of an overarching formalised incident management policy, incident management roles have not been formally 
assigned. The lack of formality could lead to a lack of clarity about ‘who does what’ in the event of a real incident, leading to an increased 
risk of the processes failing to operate as intended. There is an increased risk that the Council is not fully equipped to deal with 
information security or cyber incidents effectively, causing increased disruption and greater impact of incidents.  
Through further inquiry of the IT Services Manager, we were informed that the Council has a DR & BC Plan in place for major incidents. 
Standard issues are recorded on the helpdesk tool, and rules are set on the helpdesk tool to categorise incidents when they are raised. 
We obtained and reviewed the evidence of the Incident Business Rules set on the helpdesk tool, and they were in line with the discussion.  

Management 
Action 2 

Management will ensure that the Council formally documents and 
IT Management policy, security incident response procedures 
and response plans. This should outline, as a minimum: 
• The roles and responsibilities within IT; 
• Definitions of what constitutes an incident; 
• Explanation of how incidents are categorised and prioritised; 
• Mechanisms for reporting and responding to incidents; 
• Mechanisms for capturing the lessons learnt and feeding this 
back into the policy and processes. 
 
Management will ensure that once the Incident Response Plan is 
documented, it is tested annually, and the lessons learnt are 
captured and fed back into the process. 

Responsible Owner: IT Services 
Manager 

Date:  
30 June 2021 

Priority: 
Medium 
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Area: Laptop and Server Configuration – General Access Management Assessment 

Control 
 

Missing Control 
Privileged user groups are formally reviewed to ensure access remains appropriate.  

Design  

Compliance N/A 

Findings / 
Implications 

Review of the membership to the Domain Administrator group on Active Directory, and through inquiry with the IT Services Manager found 
that there is no formalised periodic review taking place to ensure that only those accounts which require the domain administrator-level of 
privilege reside in the Domain Administrator group.  
 
It was noted during the audit that the administrative users are required to use a separate user account when not conducting IT admin 
related activities. We obtained evidence to ascertain this. However, without carrying out periodic audits of privileged access to include 
members of staff or third parties that have administrative accounts, there remains a risk that a user might be able to access information 
which may no longer be relevant for their job roles, which could lead to abuse of privileged access and compromise of the Council’s data 
and systems. 

Management 
Action 3 

Management will ensure that regular periodic audits of privileged 
access will be completed in order to confirm access is 
commensurate with roles and responsibilities. 
 

Responsible Owner: IT Services 
Manager 

 

Date:  
31 May 2021 

Priority: 
Medium 

 

 

Area: Core IT Processes – Change Management Assessment 

Control 
 

Missing Control 
A formalised change management procedure and associated policy are in place. A central change control 
log is maintained that records approved and rejected changes. 

Design  

Compliance N/A 

Findings / 
Implications 

Through discussion with IT Services Manager, we noted that there is no documented Change Management Policy to define what changes 
require formality and which do not, following the change process. The IT team has an internally established informal change management 
process to follow when a change is raised, where a ticketing system is used to track the changes. However, there is no overarching 
process in place, and the approval requirements are not fully defined.  
We were advised by the IT Services Manager that not all changes arrive through the ticketing system, and not all changes made are 
formally approved, though some ‘significant’ changes are raised, tracked and approved by the help desk tool. There is no change policy to 
define what changes require formality and no documented change procedure to apply to those areas requiring formality. 
The lack of a formally documented IT Change Management Policy and procedure increases the risk that a change may be made with 
unknown risk and impact due to the lack of a consistent approach for IT staff to apply. 
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We noted that this control gap had been recognised by the IT Services Manager, with current objectives set out in IT the team to formalise 
change management processes and utilise the ServiceNow Change Management application. 
 

Management 
Action 4 

A Change Management Policy and associated procedures will be 
documented, which outline what constitutes a formal change, an 
emergency change and approval requirements. In addition, the 
procedures will fully consider the impacts, risks and 
interdependencies of each change request. 

Responsible Owner: IT Services 
Manager 

 

Date:  
31 May 2021 

Priority: 
Medium 

 

 

Area: Core IT Processes – Back Up Procedures Assessment 

Control 
 

Missing Control 
Formalised and documented back up procedures and policies are in place.  

Design  

Compliance N/A 

Findings / 
Implications 

Through discussion with the Infrastructure Administrator, we noted that the Council utilises Veeam Backup & Replication to schedule 
backup jobs, where 'Incremental' backups are taken daily, weekly and monthly. We obtained and reviewed the backup configuration 
evidence, and it was in line with the discussion. 
However, we noted that backup and restoration testing processes are not formally documented or scheduled. This increases the risk that 
backups are not performed, retained or tested in a consistent way. Documented procedures also help mitigate the risk that in the event 
that key staff are absent for an extended period of time, such as a pandemic, these procedures can be used by IT staff with only basic 
training and knowledge to restore systems and data.  
Additionally, the Council did not perform a full server backup restoration test in 2020. This increases the risk that should the Council 
require data to be restored from the backups that it might not work as expected, resulting in prolonged operational disruption. 
Effective backups are the key to an organisation's recovery in the event of a loss of operations or data. Given the rise in phishing and 
ransomware attacks during the COVID-19 lockdown, it is more important than ever that an organisation has effective backup procedures 
in place. 
Through further inquiry of the IT Services Manager, we were informed that testing a restore is difficult without disrupting live systems, and 
IT performs ‘live’ restores each month in response to user requests for lost files or emails. In addition, the risk of failure from backups 
restoring is documented in the IT Service Risk Register. We obtained and reviewed the IT Service Risk Register and noted that the risk is 
documented with reference number IT-05. 

Management 
Action 5 

A formal backup test schedule will be established as part of the 
backup policy to ensure backups are restored on a regular basis. 
Evidence will be captured to demonstrate which areas have been 
tested and focus future testing on the highest risk areas.   

Responsible Owner: IT Services 
Manager 

 

Date:  
30 June 2021 

Priority: 
Medium 
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Area: Remote Working – Training and Awareness Assessment 

Control 
 

Missing Control 
An established process is in place to ensure that all staff are provided training around remote working and 
the associated cyber risks.  

Design  

Compliance N/A 

Findings / 
Implications 

It was highlighted from discussion with IT Services Manager that there is no training plan or schedule covering cyber risk or information 
security, and as such, staff had not been provided regular training around this topic. Additionally, cyber-related security training is not 
included within the mandatory induction for staff. 
In discussion with the IT Services Manager, we were informed that the Council had not undertaken any phishing exercises with a view to 
determine the awareness of staff, which would provide an indication of how many people may be susceptible to an email-borne social 
engineering attack. 
Through further inquiry of the IT Services Manager, we were informed that a Cyber Awareness Training was conducted within the last 12 
months. We obtained and reviewed the completions details for the Dojo GDPR and Cyber Awareness Training and noted that the training 
was completed in November 2019. 
 
There is a risk that staff will not be conscious of cyber and data security threats and issues. This may result in staff being more susceptible 
to a cyber-attack, which may pose a vulnerability to the Council. 

Management 
Action 6 

Management will ensure that all staff are required to complete 
training around cybersecurity and acceptable use of IT equipment 
on their induction and continuously throughout their employment. 
Once implemented, training compliance should be proactively 
monitored and escalated where appropriate. 
 
Management will consider performing an annual phishing 
exercises to test user awareness and to ensure that they remain 
conscious of cybersecurity issues. 

Responsible Owner: IT Services 
Manager 

 

Date:  
31 May 2021 

Priority: 
Medium  
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Area: Remote Working – Third party Access Assessment 

Control 
 

Missing Control 
Third party access is controlled through a written procedure and security practices are standardised. 

Design  

Compliance N/A 

Findings / 
Implications 

Inquiry of the IT Systems Development & Support Officer highlighted that the process and associated security practices and standards for 
provisioning access to the Council’s network for third parties had not been formally documented by the IT Team. This could lead to an 
inconsistent approach to granting support access for third parties, increasing the risk that adequate security practices, such as timely 
removal of access, are not applied, leading to unauthorised access and potential data breaches. 
We noted that the Council uses NetConnect remote access portal to provide third-party access. Each third-party account will have an 
associated account on the Galaxy SSL Users group on Active Directory that is configured via the IT Systems Development & Support 
Officer. 
At the time of the review, the Galaxy SSL Users group on Active Directory had 292 accounts, out of which 255 are enable accounts. We 
discussed this with the IT Services Manager. Following our discussion, the IT Services Manager reviewed these accounts and 
subsequently changed the membership of the accounts. We obtained further evidence to show that only seven accounts are now enabled. 
Through discussions with the IT Systems Development & Support Officer, we noted that a review of the third-party user accounts had not 
yet been undertaken. Not performing a user access review for all the third-party accounts increases the risk of unauthorised access to the 
network, which could lead to a security breach. 

Management 
Action 7 

Management will ensure that the process and associated security 
practices and standards for provisioning access to the Council’s 
network for third parties are formally documented.  
 
Management will perform a quarterly review over third party 
access to ensure that third party network access in excess of 
required timeframes is investigated. 

Responsible Owner: IT Services 
Manager 

Date:  
31 May 2021 

Priority: 
Medium 
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ASSIGNMENT REPORT 

REFRESH 2021/22

Internal audit assurance levels 

We always appreciate feedback from clients; and one of the consistent comments we are asked about is the use of 
the term ‘no assurance’ as one of our opinions. Having considered this and acknowledging that there is always 
some degree of control in place, we have updated our wording to change ‘no assurance’ to ‘minimal assurance’.  
This change will be affective from audit plans that commence after 1 April 2021. 

As you will be aware, each assurance level is illustrated with a graphic, which is accompanied by the formal wording 
which we include in our reports. For ‘minimal assurance’ (previously ‘no assurance’) this is represented by a red 
graphic. As we are making this subtle change to the wording, we have also taken the opportunity to refresh the 
graphics we use for all of our assignment assurance levels (see below). 

Taking account of the issues identified, the board can 
take minimal assurance that the controls upon which 
the organisation relies to manage this risk are suitably 
designed, consistently applied or effective.

Urgent action is needed to strengthen the control 
framework to manage the identified risk(s).

Taking account of the issues identified, the board can 
take partial assurance that the controls upon which 
the organisation relies to manage this risk are suitably 
designed, consistently applied or effective. 

Action is needed to strengthen the control framework 
to manage the identified risk(s).

Taking account of the issues identified, the board can 
take reasonable assurance that the controls upon 
which the organisation relies to manage this risk are 
suitably designed, consistently applied and effective. 

However, we have identified issues that need to be 
addressed in order to ensure that the control 
framework is effective in managing the identified 
risk(s).

Taking account of the issues identified, the board can 
take substantial assurance that the controls upon 
which the organisation relies to manage this risk are 
suitably designed, consistently applied and effective.
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For more information please contact 

Mark Jones

Head of Internal Audit, Risk Assurance

T +44 (0)7768 952 387

E mark.jones@rsmuk.com
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2000 but we are able in certain circumstances to offer a limited range of investment services because we are licensed by the Institute of Chartered Accountants in 

England and Wales. We can provide these investment services if they are an incidental part of the professional services we hav e been engaged to provide. RSM 

Legal LLP is authorised and regulated by the Solicitors Regulation Authority, reference number 626317, to undertake reserved and non-reserved legal activities. It is 

not authorised under the Financial Services and Markets Act 2000 but is able in certain circumstances to offer a limited range of investment services because it is 

authorised and regulated by the Solicitors Regulation Authority and may provide investment services if they are an incidentalpart of the professional services that it 

has been engaged to prov ide. RSM & Co (UK) Limited is authorised and regulated by the Financial Conduct Authority to conduct a range of investment business 

activ ities. Before accepting an engagement, contact with the existing accountant will be made to request information on any matters of which, in the existing 

accountant’s opinion, the firm needs to be aware before deciding whether to accept the engagement.
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Technical Director, Risk Assurance

T +44 (0)7800 617 447 

E shauna.mallinson@rsmuk.com
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